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ABSTRACT 

 
ARTICLE INFO 

In this growing age of computing, it is very important to use cloud for sharing data. 

On preliminary basis it is very essential to secure data on cloud.  It is very difficult to 

give full privacy centered security to cloud and also accessing the data by bulk of 

different users results controlling becomes the challenging task, so to tackle this 

problem, [1] we are using a proposed approach of key-policy attribute based 

encryption with time defined attribute (KP-TSABE).In this scheme the sensitive 

cypher text of data will be securely self-destructed after a user specified expiration 

time. In this scheme cipher text is tag with time interval, while private key is 

associated with time instant. The cipher text will get automatically decrypted if time 

instant of both the end gets matched. It also supports access control during the period 

by supporting user defined authentication period. With this kp-tsabe for enhancing 

security [2] cypher text of data will get destructed not only to the single cloud with the 

augmentation of security we also provide an enhancement of based applications for 

providing a better cloud data storage decision, taking into consideration the user 

budget as well as providing the best quality of service for the user. This scheme is 

proposed by us to satisfactorily provide the privacy based security scheme in cloud 

data storage. 
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I.  INTRODUCTION 

Cloud computing the most developing technology of the 

decade has changed the way organizations using IT 

technologies, enabling them to become more easily 

available anywhere any time and with reduced costs. Cloud 

storage covers mainly user’s sensitive information (e.g., 

Secret, Important information etc.). As the cloud computing 

is attracting the business and IT sectors because of its Pay 

per usage term. As being more used the cloud are more to 

prone attacks which may cause harming the stored data in 

cloud servers. To overcome such a problem there is required 

a system which will be reliable as well as more secure and 

redundant. But As per todays scenarios the main focus is 

only on securing the front end with some passwords, keys, 

otp’s, etc. But what if the malicious (Hacker) user gets the 

access to the front end then he will be able to get into the 

system and access the data. So what if the front as well as 

the middle ends is secure. This will give more security to 

the system.  

So here we are proposing the system which will have more 

concentration the Middle level security. The methodologies 

used in our system will be the Time stamp, [1] KP-TSABE 

Self-destruction. As the user login there will be duration for 

the session. [2][7][9] If found the user is malicious then 

Self-destructing systems is designed to address these 

concerns. The aim is to destroy cypher text of data after a 

specified timeout. Self-destruction is implemented by 

encrypting the data with a key and then escrowing the info 

needed to recollect the decryption key with one or more 

third parties. The KP-TSABE is able to solve some 

important security problems by supporting user defined 
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authorization period and by providing secure access control 

during this period. The sensitive data will be securely self-

destructed after a user-specified expiration time. I) First of 

all the malicious user will not get the access to the data as it 

is self-destroyed and moved to random locations, II) And 

even if he gets access to one of the location then the data 

will be of no use as the data is encrypted, III) the malicious 

user will have to perform all this activities in a given time 

stamp, if not the he will have to start from the beginning as 

the session will no longer exist.  

 

II. LITERATURE SURVEY 

 

Jinbo Xiong et al. [1] had proposed the system the data 

stored on cloud would be self-destructed if an 

unauthorized/adversary is detected. The detection of 

unauthorized/adversary agent is based on the time instant is 

in the allocated time interval and the attributes associated 

with the cipher text fulfill the key access structure. 

N.S.Jeyakarthikka et al. [2] stated that first encrypt the data 

into cipher text and then distribute both the decryption key 

and the cipher text into a distributed hash table. To recover 

the plain text, both the decryption key and the cipher text 

should be obtained from the DHT before the pre-configured 

period of time. Ranjith.K, et al. [8] concluded that self-

destruction system all files are removed automatically if 

those are no more needed. Also, the time period for sharing 

can be explicitly fixed by data owners while uploading the 

files itself. We strongly believe that the system will reduce 

complexities in managing old data files and thereby 

increasing possibilities in reducing security and privacy 

issues. Kishore K et.al [7] this approach provides the latest 

functionalities in its scope. The system is also feasible to use 

in a standard cloud environment. The experiment will serve 

as a base for the future researchers in the scope of self-

destructing data. Future work will include the integration of 

additional algorithms for encrypting video files and other 

formats. N.S.Jeyakarthikka et.al [3] Personal data stored in 

the cloud may contain account numbers, secret codes and 

other necessary details that could be used and misused. 

These data can be cashed, copied by cloud service provider 

without user’s control. We propose a self-destructing data 

which mainly aims at protecting the user data’s privacy by 

making the sensitive data automatically destructed after a 

period of time. First encrypt the data into cipher text and 

then distribute both the decryption key and the cipher text 

into a distributed hash table. 

III. EXISTING SYSTEM 

 
As the ownership of the data is divided from the 

administration of them, the cloud servers may migrate user 

data to other cloud servers. Therefore, it becomes a big 

challenge to protect the privacy of those data shared in 

cloud, especially in cross-cloud and big data environment. 

In order to meet this challenge, it is necessary to design a 

wide-ranging solution to support user-defined authorization 

period and to provide fine-grained access control during this 

period. The shared data should be self-destroyed after the 

user-defined expiration time. [4] One of the methods to ease 

the problems is to store data as a common encrypted form. 

The drawback of encrypting data is that the user cannot 

share encrypted data at a fine-grained level. When a data 

owner wants to share someone his/her information, the use 

must know exactly the use must know exactly the one 

he/she wants to share with  In many applications, the data 

owner wants to share information with several users with 

reference  to the security policy based on the users’ 

authorizations. Attribute based encryption (ABE) has 

significant advantages based on the tradition public key 

encryption instead of 1-to-1 encryption because it achieves 

flexible one-to-many encryption. ABE scheme provides a 

dominant method to achieve both data security and fine-

grained access control. In the KP-ABE scheme to be 

elaborated in this paper, the cipher text is labeled with set of 

descriptive attributes. [1]Only when the set of attributes 

satisfies the access structure in the key, the user can get the 

plaintext. 

IV.  PROPOSED SYSTEM 

 
With the rapid development of different cloud services, a lot 

of new challenges have emerged. One of the most important 

problems is how to secure the data stored on severs. In this 

paper, we proposed a novel concept as KP-TSABE scheme 

which is able to achieve the time-specified cipher text with 

the use of in order to solve these problems by implementing 

flexible fine-grained access control during the authorization 

period and time-controllable self-destruction after expiration 

to the shared and outsourced data in cloud computing. We 

also gave a system model and a security model for the 

KPTSABE scheme. Furthermore, we proved that 

KPTSABE is secure under the standard model with the 

decision l-Expanded BDHI assumption. The Comprehensive 

analysis indicates that the proposed KP-TSABE scheme is 

higher to other existing schemes. 

 

 
Fig 1. System Architecture 

 

Advantages of proposed system: 

 Safer front end as well as mid end of the system. 

 Use of the self-destruction in cloud environment 

will lower the possibility of data being theft, 

misuse. 



www.ierjournal.org                      International Engineering Research Journal (IERJ) Volume 1 Issue 9 Page 785-787, 2015, ISSN 2395-1621 

 

 
© 2015, IERJ All Rights Reserved  Page 3 

 

 Attribute based encryption (ABE) has major 

advantages based on the traditional public key 

encryption instead of one-to-one encryption 

because it achieves flexible advantages. 

 [1]With regard to security and fine-grained access 

control compared to other secure self-destructing 

schemes. 

 [1]Supporting user-defined time-defined 

permission, fine-grained access control and data 

self-destruction. 

 

V. CONCLUSION 

 
As the fade of cloud computing is increasing the data 

privacy has become the essential part in the Cloud 

environment.  So the introduced approach is for protecting 

the data privacy from hackers. As data stored on the cloud 

may contain personal, legal, financial and other necessary 

details that can be used and misused. So our system will 

help to improve the data security providing a convenient 

way by deleting not actually the data but the cypher text of 

the data which is stored on the cloud taking the data security 

on the higher altitudes. 
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